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Introduction

Computing in the 21st Century is seen as an essential resource to support learning and
teaching, as well as playing an important role in the everyday lives of children, young
people and adults. Consequently, schools need to build in the use of these technologies
in order to equip our young people with the skills to access life-long learning and
employment.

Computing and IT covers a wide range of resources including; web-based and mobile
learning. It is also important to recognise the constant and fast paced evolution of
Computing within our society as a whole. Currently the internet technologies children and
young people are using both inside and outside of the classroom include:
. Websites
Learning Platforms and Virtual Learning Environments
Email and Instant Messaging
Chat Rooms and Social Networking
Blogs and Wikis
Podcasting (Audio Sharing)
Video Sharing
Music Sharing / Downloading
Gaming
Mobile/ Smart phones with functionality including: text, video, web, audio, music,
global positioning (GPS)
o Other mobile devices with similar functionality (tablets, laptops, iPads, other
gaming devices)

Whilst exciting and beneficial both in and out of the context of education, much
Computing, particularly web-based resources, are not consistently policed. All users need
to be aware of the range of risks associated with the use of these Internet technologies.

Ensuring children and young people are aware of the risks associated with the use of
technologies, and can adopt safer behaviours, is vital in safeguarding them against
cyber-bullying, radicalisation and grooming.

At Havelock Primary School, we understand the responsibility to educate our pupils on e-
Safety issues; teaching them the appropriate behaviours and critical thinking skills to
enable them to remain both safe and legal when using the Internet and related
technologies, in and beyond the context of the classroom.

This policy relates to both fixed and mobile Internet technologies provided by the school,
and technologies owned by pupils, parents and staff, but brought onto school premises.

Roles and Responsibilities

All members of the school community have been made aware of who holds this post. It is
the role of the eSafety leader to keep abreast of current issues and guidance through
organisations such as Ealing LA, Becta, CEOP (Child Exploitation and Online Protection)
and Childnet.

The Head teacher and Governors have ultimate responsibility to ensure that this policy
and its practices become embedded and are monitored. The named eSafety leader in
our school is Hardeep Rupra who has been designated this role as a member of the senior
leadership team. All members of the school community have been made aware of who
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holds this post. It is the role of the eSafety officer to keep abreast of current issues and
guidance through organisations such as Ealing LA, CEOP (Child Exploitation and Online
Protection) UKCCIS (UK Council for Child Internet Safety), and Childnet.

The Head teacher, Senior Management and Governors are updated by the Head
teacher/ e-Safety officer and all Governors have an understanding of the issues and
strategies at our school in relation to local and national guidelines and advice.

This policy, supported by the school’s acceptable use agreements for staff, governors,
visitors and pupils (appendices), is to protect the interests and safety of the whole school
community. Itis linked to the following mandatory school policies: child protection, health
and safety, home-school agreements, and behaviour/pupil discipline (including the anti-
bullying) policy and particularly to the curricular for PHSE and SRE.

Skills/awareness development for staff

e Our staff receives regular information and training on e-Safety issues in the form of
INSET training, staff meetings and internal email.

e Details of the ongoing staff fraining programme can be found in the Computing
leaders folder and CPD folder.

e New staff receive information on the school’s acceptable use policy as part of their
induction.

e All staff have been made aware of their individual responsibilities relating to the
safeguarding of children within the context of and know what to do in the event of
misuse of technology by any member of the school community (see attached
flowchart in the appendices)

e All staff are expected to incorporate activities and awareness within the
Computing, PSHE and SRE curriculum areas.

Managing the school e-Safety messages

e We endeavour to embed messages across the curriculum whenever the internet
and/or related technologies are used. This is particularly reinforced in PSHE, SEAL,
and SRE lessons in relation to cyber-bullying and to grooming.

e Children will be reminded about e-Safety messages regularly, during e-Safety days,
for example, and at the start of each school year.

e E-safety posters and Computing rules will be prominently displayed.

e There is explicit teaching about internet safety, with a whole school focus during E-
Safety week and on Cyber-bullying during Anti-bullying week.

e The school has internet filters in place to block inappropriate messages.

e The school uses LGfL systems for security. It provides the security for the computers
as well as individual users required in home settings. This system reminds users of their
obligations as a condition of logging in.

Technical support
The school has contracted an outsource company where the basic elements of
e-Safety have been discussed and are regularly monitored and implemented.

Computing in the Curriculum

Computing and online resources are increasingly used across the curriculum. We believe
it is essential for guidance to be given to the pupils on a regular and meaningful basis. E-
Safety is embedded within our curriculum and we continually look for new opportunities to
promote it.
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The school has a framework for teaching e-Safety in Computing/PSHE/SRE lessons
which can be found in long term and medium term plan.

The school provides opportunities within a range of curriculum areas to teach how
Computing can be used to enhance and extend learning. These can be found in
teacher’s planning.

Educating pupils on the dangers of technologies that maybe encountered outside
school is done informally when opportunities arise and planned for as part of the
curriculum.

Pupils are aware of the relevant legislation when using the internet such as data
protection and intellectual property which may limit what they want to do but also
serves to protect them.

Pupils are taught about copyright and respecting other people’s information,
images, etc through discussion, modeling and activities.

Pupils are aware of the impact of Cyberbullying and know how to seek help if they
are affected by any form of online bullying. Pupils are also aware of where to seek
advice or help if they experience problems when using the internet and related
technologies; i.e. parent/ carer, teacher/ trusted staff member, or an organisation
such as Childline or CEOP report abuse button.

Pupils are taught to critically evaluate materials and learn good searching skills
through cross curricular teacher models, discussions and via the Computing
curriculum

PSHE, SEAL & SRE lessons provide the opportunity to discuss issues relating to cyber-
bullying and Internet grooming (e.g. through respect for others and appropriate /
positive relationships) These lessons can equip pupils with the knowledge to keep
safe from harm,

Whole school assemblies, PSHE, SEAL & SRE lessons provide opportunity to discuss
issues relating to cyber-bullying and SMART assembly which also equip pupils with
the knowledge to use technology safely.

Password Security

Password security is essential for staff, particularly as they are able to access and use pupil
data. Staff are expected to have secure passwords which are not shared with anyone.
The pupils are expected to keep their passwords secret and not to share with others, not
even with their friends. Staff and pupils are regularly reminded of the need for password
security

All users read and sign an Acceptable Use Agreement to demonstrate that they
have understood the school’s e-safety Policy.

Staff users are provided with an individual network, email and Learning Platform log-
in username.

From Year 3 upwards pupils are expected to use a personal password to log on to
the School Network and other learning platforms, this must be kept private.

Pupils are not allowed to deliberately access on-line materials or files on the school
network, of their peers, teachers or others unless otherwise stated.
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e |f a user thinks their password may have been compromised or someone else has
become aware of their password they are expected to report this to the class
teacher, who will inform the Computing leader for investigation.

o Staff are aware of their individual responsibilities to protect the security and
confidentiality of school networks, MIS systems and/or Learning Platform, including
ensuring that passwords are not shared and are changed periodically. Individual
staff users must also make sure that workstations are locked or logged off/switched
off when not in use.

e Due consideration should be given when logging into the Learning Platform /
Managed Learning Environment to the browser/cache options (shared or private
computer)

e In our school, all username password policies are the responsibility of all staff and
pupils are expected to comply with the AUP policies at all fimes.

Data Security
The accessing and appropriate use of school data is something that the school takes very
seriously. The school follows Becta guidelines (published Autumn 2008)

o Staff are aware of their responsibility when accessing school data. Level of access
is determined by the Head Teacher

e Any data taken off the school premises must be encrypted.

e Data can only be accessed and used on school computers, iPads or laptops. Staff
are aware they must not use their personal devices for accessing any school/
children/ pupil data.

e The school network can be accessed remotely via a password protected site

e The school network is backed up internally and using a secure remote back up
facility provided by an external IT Support Company.

e All Teachers have remote access to school data via School Pupil Tracker which is
securely password protected. Teachers are aware of the sensitivity of this data.

Zombie Accounts

Zombie account refers to accounts belonging to users who have left the school and

therefore no longer have authorised access to the school’s systems. Such Zombie

accounts when left active can cause a security threat by allowing unauthorised access.
. Ensure that all user accounts are disabled once the member of the school has left

. Prompt action on disabling accounts will prevent unauthorized access

. Regularly change generic passwords to avoid unauthorized access (Microsoft©
adyvise every 42 days)

Further advice available hitp://www.itgovernance.co.uk/

Managing the Internet Safely
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http://www.itgovernance.co.uk/

The internet is an open communication medium, available to all, at all fimes. Anyone can
view information, send messages, discuss ideas and publish material which makes it both
an invaluable resource for education, business and social interaction, as well as a
potential risk to young and vulnerable people. In our school access to the Internet is via
the London Grid for Learning. Internet is logged and the logs are randomly but regularly
monitored. Whenever any inappropriate use is detected it will be followed up.

At Havelock, students are allowed unsupervised access to the Internet when in the
Computing suite or working on laptops or iPads.

Staff will preview any recommended sites before use with students.

Raw image searches (eg: Google image search) are discouraged when working
with pupils.

If Infernet research is set for homework, specific sites will be suggested. These will
have been checked by the teacher. Where possible links from the school learning
platform will be provided,

It is advised that parents recheck these sites and supervise this work. Parents will be
advised to supervise any further research.

All users must observe software copyright at all times. [t is illegal to copy or distribute
school software or illegal software from other sources.
All users must observe copyright of materials from electronic resources.

Infrastructure

Ealing Local Authority has a monitoring solution via the London Grid for Learning.
Upon request, web-based activity can be monitored and recorded.

School internet access is confrolled through the LGfL's web filtering service.

In addition, our school also manages some bespoke web filtering which is the
responsibility of technical support company

Havelock Primary School is aware of its responsibility when monitoring staff
communication under current legislation and takes into account; Data Protection
Act 1998, The Telecommunications (Lawful Business Practice) (Interception of
Communications) Regulations 2000, Regulation of Investigatory Powers Act 2000,
Human Rights Act 1998.

Staff and pupils are aware that school based email and internet activity can be
monitored and explored further if required.

The school does not allow pupils access to internet logs.

The school uses management control tools for controlling and monitoring
workstations.

If staff or pupils discover an unsuitable site, the screen must be switched off/ closed
and the incident reported immediately to the teacher. The offending URL will be
reported to the LGfL and / or the Computing leader.

Sophos Anti-Virus protection is provided by the LGfL and is set to automatically
update on all school machines. This is the responsibility of technical support
company.

In addition staff laptops used at home can also be protected by Sophos Anti-Virus
as agreed by the LGfL. School IPads are protected by Apple Inc Security.

Pupils and staff are not permitted to download programs or files on school
equipment without seeking prior permission from the Computing leader.

If there are any issues related to viruses or anti-virus software, the Computing leader
and technical support company should be informed Via the IT log book.
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Managing other Communication & Networking technologies

The Internet includes a wide range of communication and networking tools & sites.
Children need to be educated about appropriate ways of communicating and about
the risks of making personal information too easily available. If used responsibly both
outside and within an educational context can provide easy to use, creative,
collaborative and free facilities. However it is important to recognise that there are issues
regarding the appropriateness of some content, contact, culture and commercialism. To
this end, we encourage our pupils to think carefully about the way that information can
be added and removed by all users, including themselves, from these sites.

e At present, the school denies access to social networking sites to pupils within
school but the school uses social media to engage with parents and the wider
community. Only authorised members of staff are allowed to update and add to
the school’s Blogs and twitter site.

e All pupils are advised to be cautious about the information given by others on sites,
for example users not being who they say they are.

e Pupils are taught to avoid placing images of themselves (or details within images
that could give background details) on such sites and to consider the
appropriateness of any images they post due to the difficulty of removing an
image once online.

e Pupils are always reminded to avoid giving out personal details on such sites which
may identify them or where they are (full name, address, mobile/ home phone
numbers, school details, IM/ email address, specific hobbies/ interests).

e Our pupils are advised to set and maintain profiles on such sites to maximum
privacy and deny access to unknown individuals.

e Pupils are encouraged to be wary about publishing specific and detailed private
thoughts online.

e Pupils are asked to report any incidents of bullying to the school as well as e-Safety
officer.

e Pupils are infroduced to a variety of Internet communication tools within the safe

context of the school learning platforms.

Staff understand that it is highly inappropriate to use social networking sites and
other personal communication tools to connect and communicate with pupils and
/ or parents (e.g. Facebook, MySpace, Twitter, email etc). Staff are expected to
use the tools within the school learning platform. Only authorised members of staff
are allowed to update and add to the school’s Blogs and Twitter site.

Any inappropriate posts on the Blogs and twitter site are taken very seriously. On
finding an inappropriate post, users should take a screen shot and send to the
senior leadership team, delete the post, block the user from future posts and
respond to the issue speaking to specific user in person if needed.

Mobile technologies

Many emerging technologies offer new opportunities for teaching and learning including
a move towards personalised learning and 1:1 device ownership for children and young
people. Many existing mobile technologies (such as portable media players, gaming
devices, smart phones, etc) are familiar to children outside of school too. Allowing such
personal devices to access the school network can provide immense benefits in
collaboration, but also create risks associated with misuse, inappropriate
communications, etc. Emerging technologies will be examined for educational benefit
and the risk assessed before use in school is allowed. Our school chooses to manage the
use of these devices in the following ways so that users exploit them appropriately.
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Personal Mobile devices (including phones)

e The school allows staff to bring in personal mobile phones and devices for their own
use. Under no circumstances does the school allow a member of staff to contact a
pupil or parent/ carer using their personal device. These devices must be kept in
lockers during school hours and can be freely used in the staffroom.

e Pupils are not allowed to bring personal mobile devices/phones to school.

e The schoolis not responsible for the loss, damage or theft of any personal mobile
device.

e The sending of inappropriate text messages between any member of the school
community is not allowed.

e Permission must be sought before any image, video or sound recordings are made
on these devices of any member of the school community. This can be done via
internet consent forms for pupils and the AUP sign sheet for staff and other users.

e Capturing images & video is not allowed by students / staff unless on school
equipment and for educational purposes.

e Users bringing personal devices into school must ensure there is no inappropriate or
ilegal content on the device.

School provided Mobile devices (including phones/ iPads)

e The sending of inappropriate text messages between any member of the school
community is not allowed.

e Permission must be sought before any image or sound recordings are made on the
devices of any member of the school community. This can be done via internet
consent forms for pupils and the AUP sign sheet for staff and other users.

e Where the school provides mobile technologies (e.g. phones, laptops, iPads etc.)
for offsite visits and trips, only these devices should be used.

e Where the school provides a laptop for staff, only this device may be used to
conduct school business outside of school.

Managing email

The use of email within most schools is an essential means of communication for both staff
and pupils. Educationally, email can offer significant benefits including; direct written
contact between schools on different projects, be they staff based or pupil based, within
school or international. We recognise that pupils need to understand how to style an
email in relation to their age and be aware of what constitutes good ‘netiquette’.
Children in KS2 are given an experience of sending and receiving email in their Digital
Technology curriculum from Year 3 onwards.

e The school gives all staff an individual LGfL StaffMail account to use for all school
business. This is fo minimise the risk of receiving unsolicited or malicious emails and
that of personal profile information being revealed.

e Itis the responsibility of each account holder to keep the password secure. For the
safety and security of users and recipients, all mail is filtered and logged; if
necessary email histories can be traced. Staff LGfL email should be used for all
school business.

e Under no circumstances should staff contact pupils, parents or conduct any school
business using personal email addresses.

e The school requires a standard disclaimer to be attached to all email
correspondence, stating that, ‘the views expressed are not necessarily those of the
school or the LA’. The responsibility for adding this disclaimer lies with the account
holder.
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Email sent to an external organisation should be written carefully before sending, in
the same way as a letter written on school headed paper.

Staff sending emails to external organisations, parents or pupils are advised to cc.
the Headteacher, line manager or designated office account.

Pupils may only use school approved email accounts e.g. LGfL LondonMail on the
school system and only under direct feacher supervision for educational purposes.
LGfL StaffMail and LondonMail are subject to mail scanning.

All email users are expected to adhere to the generally accepted rules of network
etiquette (netiquette) particularly in relation to the use of appropriate language
and not revealing any personal details about themselves or others in email
communication, or arrange to meet anyone without specific permission.

Pupils must immediately tell a teacher/ trusted adult if they receive an offensive
message and keep the offending message(s) as evidence this includes chain
letters.

Staff must inform (the Computing leader/ line manager) if they receive an offensive
email.

Pupils are infroduced to email as part of the Computing Scheme of Work in Year
2/3 but will use internal messaging only, the VLE is often used in this instance.

Safe Use of Images / Video

Taking of Images and Video

Digital images / video are easy to capture, reproduce and publish and, therefore, easily
misused. We must remember that it is not always appropriate to take or store images of
any member of the school community or public, without first seeking consent and
considering the appropriateness.

With the written consent of parents (on behalf of pupils) and staff, the school
permits the appropriate taking of images / video by staff and pupils with school
equipment.

Staff are not permitted to use personal devices, (e.g. mobile phones and cameras),
to record images of pupils, this includes when on field trips. However with the
express permission of the Headteacher, images can be taken provided they are
transferred immediately and solely to the school’s network and deleted from the
staff device.

Pupils are not permitted to use personal devices, (eg: mobile phones and cameras),
to record images of the others, this includes when on field trips. However with the
express permission of the Headteacher, images can be taken provided they are
transferred immediately and solely to the school’s network and deleted from the
pupils device.

Consent of adults who work at the school

Permission to use images / video of all staff who work at the school is sought on a
regular basis and a copy is located in the personnel file.

Parents must seek permission to take photos / video school events, and must agree
to NOT post images / video on the Internet.

Parents may video school performances but must agree to NOT post images /
video on the Internet. Parents are encouraged NOT to video school performances.
Video is captured by school staff and is stored on the school hard drive which is a
secure service and made available through DVDs which are sold to the parents in
order to discourage parents

Video captured by school staff can be stored on the School U drive ‘Photo- Video
and made available on the school website.

Publishing pupil's images and work
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On a child’s entry to the school, all parents/guardians will be asked to give permission to
use their child's work/photos/ video in the following ways:

on the school web site

on the school’s Facebook and Twitter page

on the school’'s Learning Platform / MLE

in the school prospectus and other printed publications that the school may
produce for promotional purposes

recorded/ transmitted on a video or webcam

in display material that may be used in the school’s communal areas

in display material that may be used in external areas, i.e. exhibition promoting the
school

general media appearances, e.g. local/ national media/ press releases sent to the
press highlighting an activity (sent using fraditional methods or electronically)

This consent form is considered valid for the entire period that the child attends this school
unless there is a change in the child’s circumstances where consent could be an issue,
e.g. divorce of parents, custody issues, etc.

Parents/ carers may withdraw permission, in writing, at any fime. Consent has to be given
by both parents in order for it to be deemed valid.

Pupils’ names will not be published alongside their image on the school website
and vice versa. Email and postal addresses of pupils will not be published. Pupils’ full
names will not be published.

Before posting student work on the Internet, a check needs to be made to ensure
that permission has been given for work to be displayed.

Video streamed from the LGfL VideoCentral service is always set to “private”.

Only the authorised members of staff have authority to upload to the public
website.

Storage of Images / Video

Images/ video of children are stored on the school’s network

Pupils and staff are permitted to use personal portable media (eg: USB storage
devices) for storage of images however prior permission of the Headteacher is
required.

Right of access to this material is restricted to the teaching staff and pupils within
the confines of the school network.

Images / video of pupils are deleted when pupils leave the school.

The Computing subject leader/technician has the responsibility of deleting the
images when specified.

Webcams and CCTV

We do not use publicly accessible webcams in school
Webcams in school are only ever used for specific learning purposes. Video
conferencing between schools and with persons for an educational reason is
permitted only if a staff member is present
Webcams in school are only ever used for specific learning purposes, i.e. monitoring
hens’ eggs and never using images of children or adults
Misuse of the webcam by any member of the school community will result in
sanctions (as listed under the * inappropriate materials’ section of this document)

o Webcams can be found in the ICT laptops. If necessary notification is given in

this/these areal(s) filmed by webcams by permission.
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o Consentis sought from parents/carers and staff on joining the school, in the
same way as for all images

Video Conferencing

Permission is sought from parents and carers if their children are involved in video
conferences

Permission is sought from parents and carers if their children are involved in video
conferences with end-points outside of the school

All pupils are supervised by a member of staff when video conferencing

All pupils are supervised by a member of staff when video conferencing with end-
points beyond the school

The school keeps a record of video conferences, including date, time and
participants.

Approval from the Headteacher is sought prior to all video conferences within
school

The school conferencing equipment is not set to auto-answer and is only switched
on for scheduled and approved conferences

No part of any video conference is recorded in any medium without the written
consent of those taking part

Additional points to consider:

Participants in conferences offered by 3@ party organisations may not be CRB
checked.
Conference supervisors need to be familiar with how to use the video conferencing
equipment, particularly how to end a call if at any point any person taking part
becomes unhappy with the content of the conference.
The school’s Sexual & Relationships Education curriculum (SRE) provides a set of
preventative tools which help safeguard pupils against cyber-bullying and
grooming. The school has a comprehensive SRE policy in place which includes the
appropriate teaching & learning of:

a. Private and personal space

b. Appropriate / safe and inappropriate / harmful relationships

c. Consent

Misuse and Infringements

Complaints

Complaints relating to e-Safety should be made to the e-Safety co-ordinator or Head
teacher. Incidents should be logged (see Incident Log in Appendix) and process should
be followed (see Flowchart in Appendix)

Inappropriate material

All users are aware of the procedures for reporting accidental access to
inappropriate materials. The breach must be immediately reported to the eSafety
co-ordinator, Leadership team or Computing leader.

Deliberate access to inappropriate materials by any user will lead to the incident
being logged by the co-ordinator and reported to the head teacher. Depending
on the seriousness of the offence, this may lead to:

Reporting to the Child Protection / Safeguarding Officer

o Investigation by the Headteacher / LA

o Immediate suspension

o Dismissal

O
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o Involvement of police
e Users are made aware of sanctions relating to the misuse or misconduct through
Computing training sessions, acceptable use policy and induction

Equal Opportunities

Pupils with additional needs
The school endeavours to work in partnership with parents to convey a consistent
message to all pupils. This in turn should aid the establishment and future development
of the schools’ rules.

Staff are aware that some pupils will require additional reminders, prompts and further
explanation to reinforce their existing knowledge and understanding of e-Safety issues.

Where a pupil has poor social understanding, careful consideration is given to group
interactions when raising awareness of e-Safety. Activities are planned to make use of
best available resources and are carefully managed for these children and young
people.

Parental Involvement

At Havelock we believe that it is essential for parents/ carers to be fully involved with
promoting e-safety both in and outside of school while appreciating the benefits
provided by technologies generally. We regularly consult and discuss with parents/
carers and seek to promote a wide understanding about the link between technology
and safeguarding.

e Parents/ carers and pupils are actively encouraged to contribute to adjustments or
reviews of the school policy through eSafety links on the website and regular
eSafety awareness sessions.

e Parents/ carers are asked to read through and sign acceptable use agreements on
behalf of their child on admission to school.

e Parents/ carers are required to make a decision as to whether they consent to
images of their child being taken/ used in the public domain (e.g., on school
website)

e The school disseminates information to parents relating to Computing and e-safety
where appropriate in the form of;

o Information and celebration evenings

Posters

Website

Newsletter items

Curriculum letters

Twitter pages

Text messages and email via Parentmail (Tapestry EYFS)

o 0O O O O O

Writing and Reviewing this Policy
Staff and pupil involvement in policy creation
e Staff and pupils have been involved in making/ reviewing the eSafety policy
through school council, staff meetings

Review Procedure
There will be an on-going opportunity for staff to discuss with the Computing leader/
Leadership team/e-Safety coordinator any issue of e-Safety that concerns them.
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This policy will be reviewed every 12 months and consideration given to the implications
for future whole school development planning.

The policy will be amended if new technologies are adopted or Central Government
change the orders or guidance in any way.

This policy has been read, amended and approved by the staff, head teacher and
governors on an annual basis.

Draft February 2017
Adopted March 2017
To be reviewed March 2018
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Havelock Primary School & Nursery
Acceptable Use Agreement: Staff, Governors and Visitors
Acceptable Use Agreement / Code of Conduct

This policy is designed to ensure that all staff are aware of their professional responsibilities when
using any form of IT. All staff are expected to sign this policy and adhere at all times to its contents.
Any concerns or clarification should be discussed with the Headteacher and Computing leader.

| will comply with the IT system security protocols and not disclose any passwords provided to
me by the school or other related authorities.
I will ensure that all electronic communications with pupils, parents and staff are compatible
with my professional role, and never via personal email / phone accounts / social networking
profiles.
| will not discuss school issues on social networking sites / web-blogs.
I will not give out to pupils, my own personal contact details, such as mobile phone number
and personal email address.
I will only use the approved, secure email system(s) and MLE tools for communications related
to my professional role.
| am aware that communicating with students / pupils via private email / SMS and social
networking sites may be considered a disciplinary matter.
| will ensure that personal data (such as data held on Integris and other encrypted school
drives) is kept secure and is used appropriately, whether in and out of school or accessed
remotely.
I will ensure that | only take school personal data off school site in encrypted form, or will
access the data remotely.
| will not install any hardware or software without permission of the Computing coordinator
| will not browse, download, upload or distribute any material of a pornographic, offensive,
illegal or discriminatory nature. | understand that to do so may be considered a disciplinary
matter, and in some cases a criminal offence.
Images and videos of pupils and / or staff will only be taken, stored on school equipment and
will only be used for professional purposes in line with school policy and with written consent of
the parent, carer or staff member. Images and video will not be distributed outside the school
network / MLE without the permission of the parent/ carer, member of staff or Headteacher.
I will respect copyright and intellectual property rights.
| will ensure that my online activity, both in school and outside school, will not bring my
professional role or the school intfo disrepute.
| will support and promote the school’s e-Safety policy and help pupils to be safe and
responsible in their use of IT and related technologies.

User Signature

| agree to follow this code of conduct and to support the safe use of IT throughout the school

SIgNature ..o Date ..o,
FUITNOME .G [OTINTE)

Job title . ..

15 | HPS E Safety/ AU Policy July 2017



Appendix 2 S e

Y

(@]
L/
I Y )
%
4, 7\ »
* >
0°

@
M/fser

LAPTOP/iPad AGREEMENT FOR STAFF

This agreement is between:
HAVELOCK PRIMARY SCHOOL& NURSERY and

(staff name)

The following are the conditions under which you accept the provision of a laptop for your use
from the School. This Agreement will start on receipt of the laptop from the School. The school
reserves the right to transfer the laptop to another eligible member of staff if you do not, or are
unable to, for any reason fulfil the requirement of this Agreement.

Under this Agreement the School will:

1.

4.

Set up the laptop/iPad to enable you to connect to and make effective use of the school
network and provide a secure location for the safe storage of your laptop/iPad during the
school day.

Plan and manage the integration of laptops/iPads into the school environment, and
provide the professional development required to enable you to use the laptop/iPad
effectively in your professional practice.

Insure the laptop/iPad against loss or damage whilst on the school premises or being used
for school purposes outside the school environment provided that the damage or loss is hot
sustained as a result of the member of staff’s negligence.

Have an expectation that you will abide by the School’'s Responsible Use.

Under this Agreement You will:

1.

2.

Use the laptop/iPad for the purposes it was provided and abide by the School’s
Acceptable Use Policy.

Provide suitable care and security of the laptop/iPad computer at all times and
immediately report any damage or loss of the laptop/iPad to the Headteacher.

Be responsible for repair/replacement costs of the laptop/iPad where the loss or damage is
as a result of your own negligence.

Make a commitment to achieving the Computing goals of the school and take part in the
Computing professional development activities provided for you by the School.

Make necessary arrangements, for the return of the laptop/iPad to the School when you
resign or leave the school of when you will be away from the school for an extended
period.

In accordance with school policies, be held responsible for any involvement by yourself or
any other user of your laptop/iPad in activities associated with accessing inappropriate or
ilegal materials
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LAPTOP/iPad AGREEMENT

ACCEPTANCE OF CONDITIONS

(staff name) accepts the conditions, as outlined in the Laptop/iPad Agreement,
for provision of a laptop/iPad by

HAVELOCK PRIMARY SCHOOL& NURSERY

You have been provided with a laptop

(model)

The serial number for this laptop is:

You have been provided with a ipad

(model)

The serial number for this laptop is:

| also confirm that | have read and understood Havelock Primary School’s Acceptable
Use Policy.

Date
Signed: :
(Staff name)
Date
Signed: :
(Headteacher)
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Acceptable Use Agreement: Pupils — KS2

Agreement / e-Safety Rules

| will only use Digital Technology in school for school purposes.

| will only open email attachments from people | know, or who my teacher has
approved.

| will not tell other people my passwords OR use anyone else’s.

| will only open/delete my own files in school.

| will make sure that all IT contact with other children and adults is responsible, polite
and sensible.

| will not deliberately look for, save or send anything that could be unpleasant or
nasty. If | accidentally find anything like this | will tell my teacher immediately.

| will not give out my own details such as my name, phone number or home
address.

| will not arrange to meet someone unless this is part of a school project approved
by my teacher and a responsible adult comes with me.

| will be responsible for my behaviour when using digital technologies because |
know that these rules are to keep me safe.

| know that my use of digital technology can be checked and that my parent/
carer contacted if a member of school staff is concerned about my e-Safety.

18 | HPS E Safety/ AU Policy July 2017



Dear Parent/ Carer

Computing including the internet, email and mobile technologies, etc has become an
important part of learning in our school. We expect all children to be safe and responsible
when using any IT.

Please read and discuss these e-Safety rules with your child and return the slip at the
bottom of this page. If you have any concerns or would like some explanation please
contact Olu Oluseye, the Computing Subject Leader.

In addition, | have aftached the e-Safety agreement for parents for you to read, sign and
return. A copy of the complete policy is available on our website. If you prefer to read a
paper copy, please ask Mrs Purewal at the school office.

Parent/ carer signature
We have discussed this and ..., (child name) agrees to
follow the e-Safety rules and to support the safe use of ICT at Havelock Primary School.
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Dear Parent/ Carer,

Computing including the internet, learning platforms, email and mobile technologies
have become an important part of learning in our school. We expect all pupils to be safe
and responsible when using any IT. It is essential that pupils are aware of e-Safety and
know how to stay safe when using any IT

Pupils are expected to read and discuss this agreement with their parent or carer and
then to sign and follow the terms of the agreement. Any concerns or explanation can be
discussed with their class teacher, Mr Olu Oluseye or Mrs Rupra, school e-Safety leader.

Please return the bottom section of this form to school for filing.

Pupil and Parent/ carer signature

We have discussed this document and ..., (pupil name)
agrees to follow the e-Safety rules and to support the safe and responsible use of Digital
Technology at Havelock Primary School.

Parent/ Carer Signature ...,

PUPIL SIgNATUIE. ...
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Havelock Primary School and Nursery regularly reviews and updates all Acceptable Use documents to
ensure that they are consistent with the school Online Safety and Safeguarding Policies. We attempt to
ensure that all students have good access to digital technologies to support their teaching and learning
and we expect all our students to agree to be responsible users to help keep everyone safe and to be fair
fo others. The Student / Pupil Acceptable Use Agreement is attached to this form for reference.

Parents Acceptable Use Agreement

Internet and IT: As the parent or legal guardian of the pupil(s) named below, | grant
permission for the school to give my daughter / son access to:
o the Internet at school
o the school’'s chosen email system (Igflmail account)
o the school’'s online managed learning environment (Discovery education,
Education City, Igfl learning platform, MyMaths, Bug Club)
o IT facilities and equipment at the school.

| accept that ultimately the school cannot be held responsible for the nature and content
of materials accessed through the Internet and mobile technologies, but | understand
that the school takes every reasonable precaution to keep pupils safe and to prevent
pupils from accessing inappropriate materials.

Use of digital images, photography and video: | understand the school has a clear policy
on “The use of digital images and video” and | support this.

| understand that the school will necessarily use photographs of my child or including
them in video material to support learning activities.

| accept that the school may use photographs / video that includes my child in publicity
that reasonably promotes the work of the school, and for no other purpose.

Social networking and media sites: | understand that the school has a clear policy on “The
use of social networking and media sites” and | support this.

| will not take and then share online, photographs, videos etc., about other children (or
staff) at school events, without permission.

| understand that the school takes any inappropriate behaviour seriously and will respond
to observed or reported inappropriate or unsafe behaviour.

| will support the school by promoting safe and responsible use of the Internet, online
services and digital technology at home. | will inform the school if | have any concerns.

My daughter / son name(s):
Parent / guardian signature:

Date: _ / [/
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The use of digital images and video

To comply with the Data Protection Act 1998, we need your permission before we can
photograph or make recordings of your daughter / son.

Havelock Primary School and Nursery rules for any external use of digital images are:

If the pupil is named, we avoid using their photograph.

If their photograph is used, we avoid naming the pupil.

Where showcasing examples of pupils work we only use their first names, rather than their
full names.

If showcasing digital video work to an external audience, we take care to ensure that
pupils aren't referred to by name on the video, and that pupils’ full names aren't given in
credits at the end of the film.

Only images of pupils in suitable dress are used.

Staffs are not allowed to take photographs or videos on their personal equipment.

Examples of how digital photography and video may be used at school include:

e Your child being photographed (by the class teacher or teaching assistant) as part of a
learning activity;
e.g. taking photos or a video of progress made by a nursery child, as part of the
learning record, and then sharing with their parent / guardian.

e Your child’'s image being used for presentation purposes around the school;
e.g. in class or wider school wall displays or PowerPoint© presentations.

e Your child’'s image being used in a presentation about the school and its work in order
to share its good practice and celebrate its achievements, which is shown to other
parents, schools or educators;

e.g. within a CDROM / DVD or a document sharing good practice; in our school
prospectus or on our school website.

In rare events, your child’s picture could appear in the media if a newspaper
photographer or television film crew attends an event.

Note: If we, or you, actually wanted your child’s image linked to their name we would
contact you separately for permission.

e.g. if your child won a national competition and wanted to be named in local or
government literature.
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KS2 Pupil Online Acceptable Use Agreement

This agreement will help keep me safe and help me to be fair to others.

| am an online digital learner — | use the school’s IT for schoolwork, homework and
other activities approved by trusted adults.

| am a secure online learner - | keep my logins and passwords secret.

I am careful online - | think before | click on links and only download when | know it
is safe or has been agreed by trusted adults.

| am guarded online - | only give out my full home address, phone number or other
personal information that could be used to identify me or my family and friends
when my trusted adults have agreed.

I am cavutious online - | know that some websites and social networks have age
restrictions and | respect this and | only visit internet sites that | know my frusted
adults have agreed.

| am considerate online - | do not get involved with bullying or sharing inappropriate
material.

I am respectful online — | do not respond to unkind or hurtful messages/comments
and tell my trusted adults if | receive these.

| am responsible online — | keep others safe by talking to my trusted adults if a friend
or person | know is being bullied or harassed online or is being affected by things
they see or hear online.

| am a creative digital learner online - | only edit or delete my own digital work and
only use other people’s work with their permission or where the work is shared
through a Creative Commons licence.

| am a researcher online - | use safer search tools approved by my trusted adults
and know to ‘double check’ all information | find online.

| communicate and collaborate online - with people | know and have met in real
life or that a trusted adult has approved.

I am SMART online - |1 understand that unless | have met people in real life, an online
person is actually a stranger. | may sometimes want to meet these strangers so | will
always ask my trusted adults for advice.

| have read and understood this agreement.

| know who are my trusted adults are and agree to the above.

Signed: Date:
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Acceptable Use Agreement: Pupils — EYFS/KS1

Agreement / e-Safety Rules

| will only use the Internet and
email when an adult is with me.

Image from - Wikipedia

| can click on the buttons or links
when | know what they do or my
teacher has told me | can.

Image from — www.redorbit.com

| will send and open emails to
people | know and only send
friendly messages to people |
know.

Image from -
http://www.roomwageningen.nl/pagel.php

If | see something | don't like on
screen, | will tell an adult

Image from —
http://www.thinkuknow.co.uk/5 7/hectorsworld/

| will keep my login and
password secret.

Image from -
http://wsureslife.wordpress.com/2010/12/02/shhhhhh-
please/
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Appendix 5

Key Stage 1: Acceptable Use Agreement

| keep SAFE online because ...

| CHECK it's OK to use a website / game / app.

| ASK for help if | get lost online.

| THINK before | click on things.

| KNOW online people are really strangers.

| am RESPONSIBLE so never share private information.
| am KIND and polite online.

| TELL a trusted adult if | am worried about anything.

My trusted adults are: Mum

Dad

Teacher

My name: Date
signed:
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Staff Response to an E-Safety Incident of Concern: |

e-Safety Incident

If a child is at immediate risk
OocCcurs
02
Follow the school's child Unsure? 325&;\93321,,9;;:8
protection procedures, informing Contact Local . Do {Loca) thll:;um
the school child Protection Lead  [® Authority Child Officer) 029 8825 Eﬂt}‘ Designateqy
)
Protection Advisors Click ceop — Parents 3&{}
¥ 4 || “ontact cEgp directly Pupils eap,
[ . immediate rici child s ji,
If in immediate danger... If in imminent danger... II A ,
(E.g. child going to meet (E.g. planning to meet II . uxsafe” ce.
someone theyve met online) someone they have met | 0844 3g; :;;met Centre Helpline
Contact Police 999 online} 2
Contact ECIRS

lllegal/Harmful Activity or Material found/suspected
(E.g. prooming, child online sexual exploitation, high end
cyberbullying: serious threats, inappropriate sexual chat or

conduct, pressure to send images, sexting)

¥ ¥

A

chi
Confiscate any devices 1. Report to Headteacher
involved 2. Report to LADO within 1 L 4
to retain evidence as day (as per statutory o ety Coordi 1. Report to Headteacher
per school procedures requirement, * Lontact e-safety Loordinator to 2. Report to LADO within 1
3. Contact ECIRS and decide investigate /report to site as day (as per statutory
v with them if Police CP violation of terms requirement)
Refer to Social Care Team need to be informed * Keep any EVIdE“lI_E eg 3 Contact ECIRS and decide
) desienated 4. Keep any evidence (Eg. screenshots, emails) with tham if Police CF
;I:i LG:rrmZ?ﬁgs Iiaad screenshots, emails) * Record in School’s e-Safety log Team need to be informed
* Inform parents/carers 4. Keep any evidence (E.g.
* * » Instizate restorative aooroaches screenshots, emails)
Contact UK Safer 5. Request support/advice
: Refer to ECIRS or any Internet Centre Helpline : YY) = .
allocated social worker y Y g from e-Safety Coordinator
via the school’s . o repmjttremmie " "‘q* N | B S 6. Disciplinary
designated Child INAppropriate conten ‘%,,,ar; e 7. School support, e.g.
Protection Lead counselling
+F

Instigator: Victim:
Whole School Action: _
» Support/advice from e- * ::Eepm;i?rzﬁzzg:m &
Review school policies Safety Coordinator v
# School support, e.g.

* Review incident and
. identify if other pupils
develop best practice were invalved

Staff Training = Decide on appropriate

sanctions based on

school rules/policies / \
= Training/restorative Useful School Contacts:

justice . .
« Raviaw School = Child Protection Officer:

Procedures to develop * E-Safety Coordinator:
best practi

Sstprachice = Safer School Officer:
# Child Protection Advisars

\- Other details: /

counselling. Peer-
mentoring
* Update parents/carers

& procedures to
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Computer Suite Rules

Do not enter the computer suite without an adult.

No food or drink in the room at any time.
Treat all equipment with respect.

Do not touch any part of your workstation unless directed to and do not use any
peripheral equipment (e.g. scanner/printer) unless supervised by your teacher.

Do not switch the sockets off or pull out any plugs.
Remain seated — if you have a problem raise your hand to alert your teacher.

Report any fault/problems to your class teacher immediately.

Do not attempt to log on as anyone else.
Keep your password secure.
Always log off at the end of each session.

Do not bring external disks or memory sticks into school without permission.

Always save your work in the correct folder as directed by your teacher.

Do not print your work unless directed by your class tfeacher and only press print once.
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Havelock Primary School & Nursery

E-Safety Incident Log

Details of all e-Safety incidents are recorded by the Computing leader, leadership

team or Headteacher. This incident log will be reviewed termly by the
Headteacher and leadership team.

Date Name of Male or Room Details of incident Actions and
and pupil or Female and (including evidence) reasons
Time Staff computer

Member /device
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E-Safety Policy

Havelock Primary School & Nursery
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E-safety Policy

Rational and Context

At Havelock Primary School and Nursery we recognise the importance and benefits of
being electronically 'connected' to the wider world. The opportunities for learning created
by providing access to such a world are limitless, and must therefore become part of day
to day teaching and learning in school. Being part of the internet community, as well as
providing the aforementioned opportunities, also opens up the possibilities of exposure to
dangers which would otherwise not be present, for example: access to inappropriate
materials, contact with potentially dangerous strangers, 'cyber' bullying and identity theft.
It must therefore be the role of the school to ensure that such risks are minimized, and,
more importantly, that children are provided with the knowledge, skills and attitude
necessary to become positive, safe and healthy on-line citizens.

Responsibilities of Stakeholders

We believe that e-safety is the responsibility of the whole school community, and
everyone has their part to play in ensuring all members of the community are able to
benefit from the opportunities that technology provides for learning and teaching. The
following responsibilities demonstrate how each member of the community will
contribute. See Appendix 1.

Teaching and Learning

We believe that the key to developing safe and responsible behaviours online, not only
for pupils but everyone within our school community, lies in effective education. We know
that the Internet and other technologies are embedded in our pupils’ lives not just in
school but outside as well, and we believe we have a duty to help prepare our pupils to
safely benefit from the opportunities the Internet brings.

* We will provide a series of specific e-safety-related lessons in every year
group/specific year groups as part of the Computing curriculum / PSHE curriculum /
other lessons.

* We will celebrate and promote e-safety through assemblies and whole-school
activities, including promoting Safer Internet Day each year.

*  We will discuss, remind or raise relevant e-safety messages with pupils routinely
wherever suitable opportunities arise during all lessons; including the need to
protect personal information, consider the consequences their actions may have
on others, the need to check the accuracy and validity of information they use,
and the need to respect and acknowledge ownership of digital materials.

*  We will remind pupils about their responsibilities through an end-user AUP which
every pupil will accept when they log on.

» Staff will model safe and responsible behaviour in their own use of technology
during lessons.

Parent and Carer Engagement
We believe it is important to help all our parents develop sufficient knowledge, skills and
understanding to be able to help keep themselves and their children safe. To achieve this
we will:

e Hold parent workshops on e-safety

e Include useful links and advice on e-safety regularly in Computing newsletters.

e Include a section on e-safety in the school’s virtual learning environment.

e Include a section on e-safety in the school handbook.

Managing IT Systems
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The school will be responsible for ensuring that access to the IT systems is as safe and
secure as reasonably possible.

Servers and other key hardware or infrastructure will be located securely with only
appropriate staff permitted access.

e Servers, workstations and other hardware and software will be kept updated as
appropriate.

e Virus protection is installed on all appropriate hardware, and will be kept active and
up- to-date.

e The school will agree which users should and should not have Internet access, and
the appropriate level of access and supervision they should receive.

e All users will accept an end-user Acceptable Use Policy (AUP) provided by the
school, appropriate to their age and access. Users will be made aware that they
must take responsibility for their use of, and behaviour whilst using, the school IT
systems, and that such activity will be monitored by Securus and checked
periodically by the Computing Leader.

e At Foundation Stage and Key Stage 1 children log on using their class name. At Key
Stage 2 pupils will access the school network using an individual log-on, which will
be their LGFL USO and Internet access will be supervised at all times by a member
of staff.

e Members of staff will access the Internet using an individual log-on. They will ensure
they log-out after each session, and not allow pupils to access the Internet through
their log-on. They will abide by the school AUP at all times.

e Any administrator or master passwords for school IT systems should be kept secure
and available to at least two members of staff, e.g. Computing Leader and
member of technical support.

e The wireless network in school is encrypted to reduce the risk of unauthorised
access.

e The school will take all reasonable precautions to ensure that users do not access
inappropriate material. However it is not possible to guarantee that access to
unsuitable material will never occur.

e The school will regularly audit IT use to establish if the e-safety policy is adequate
and that the implementation of the e-safety policy is appropriate. We will regularly
review our Internet access provision, and review new methods to identify, assess
and minimize risks.

Filtering the Internet
The school uses a filtered Internet service. The filtering is provided through LGFL.

e If users discover a website with inappropriate content, this should be reported to a
member of staff who will inform the Computing Leader.

e |f users discover a website with potentially illegal content, this should be reported
immediately to the Computing Leader. The school will report this to appropriate
agencies including the filtering provider, LA, CEOP or LGFL.

e The school will regularly review the filtering and other security systems to ensure they
meet the needs of all users.

Use of Learning Technologies in School
The school has a variety of learning technologies to enhance teaching and learning.
Appendix 2 outlines their use and the use of devices brought into school.

Using Email

31 | HPS E Safety/ AU Policy July 2017



e Staff should use the LGFL approved e-mail account allocated to them by the
school, and be aware that their use of the school e-mail system will be monitored
and checked.

e Pupils will not be allocated an individual e-mail account.

e Communication between staff and the wider school community should be
professional and related to school matters only.

e Any inappropriate use of the school e-mail system, or the receipt of any
inappropriate messages by a user, should be reported to a member of the
leadership team.

Using Media

We will remind pupils of safe and responsible behaviours when creating, using and storing
digital images, video and sound. We will remind them of the risks of inappropriate use of
digital images, video and sound in their online activities both at school and at home.

e Digital images, video and sound will be created using equipment provided by the
school

o Staff and pupils will follow the school policy on creating, using and storing digital
resources.

e In particular, digital images, video and sound will not be taken without the
permission of participants; images and video will be of appropriate activities and
participants will be in appropriate dress; full names of participants will not be used
either within the resource itself, within the file-name or in accompanying text online;
such resources will not be published online without the permission of the staff/pupils
involved.

e If pupils are involved, relevant parental permission will also be sought before
resources are published online

Video Conferencing

In the future we might use video conferencing to enhance the curriculum by providing
learning and teaching activities that allow pupils to link up with people in other locations
and see and hear each other. However, we will ensure that staff and pupils take part in
these opportunities in a supervised, safe and responsible manner.

New Technologies

As a school we will keep abreast of new technologies and consider both the benefits for
learning and teaching and also the risks from an e-safety point of view. We will regularly
amend the e-safety policy to reflect any new technology that we use, or to reflect the use
of new technology by pupils which may cause an e-safety risk.

Protecting Personal Data
We will ensure personal data is recorded, processed, fransferred and made available
according to the Data Protection Act 1998.

o Staff will ensure they properly log-off from a computer terminal after accessing
personal data.

e Staff will ensure they properly log-out from School Pupil Tracker Online and other
pupil data systems after accessing personal data.

o Staff will not remove personal or sensitive data from the school premises without
permission of the leadership team. Any data which is impractical to ensure is kept in
school will be kept secure, by use of school laptops which are password protected
or on an encrypted USB Flash drive.

School Website
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The school website will not include the personal details, including individual e-mail
addresses or full names, of staff or pupils.
e A generic contact e-mail address will be used for all enquiries received through the
school website.
e All contentincluded on the school website will be approved by the head teacher
before publication.
e The content of the website will be composed in such a way that individual pupils
cannot be clearly identified.
e Staff and pupils should not post school-related content on any external website
without seeking permission first.

Virtual Learning Environments and Social Networking
We use several virtual learning environments to publish content online to enhance the
curriculum by providing learning and teaching activities that allow pupils to publish their
own content. However, we will ensure that staff and pupils take part in these activities in a
safe and responsible manner, other publishing of online content by pupils will take place
within the areas the school has provided for such material. These will include: The School
Website, Purple Mash, Espresso Coding, efc
e Pupils will model safe and responsible behaviour in their creation and publishing of
online content within the school learning platform.
e Staff and pupils will be encouraged to adopt similar safe and responsible
behaviours in their personal use of blogs, wikis, social networking sites and other
online publishing outside of school.

Extremism and Radicalisation

The use of social media to engage children with extreme and radical views has changed
traditional notions of how terrorist groups communicate, leading to children and young
people being exposed to extremist content in the online world. Therefore, staff training will
give them the knowledge and confidence to identify children aft risk of being drawn into
terrorism, and to challenge extremist ideas. They will also know where and how to refer
children and young people for further help. IT systems will ensure children are safe from
terrorist and extremist material when accessing the internet in school by establishing
appropriate levels of Internet filtering.

Dealing with E-safety Incidents

There is a correct procedure for dealing with e-safety incidents and it is outlined in
Appendix 3. It is of paramount importance that a member of the leadership team and or
the Computing leader is made aware of any e-safety incidents immediately and is written
in the e-safety incident log (Appendix 4)

Draft February 2017
Adopted March 2017
Reviewed March 2018

Appendix 1 - Responsibilities of Stakeholders
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Responsibilities of the Leadership Team

Develop and promote an e-safety culture within the school community.

Read, understand and adhere to the AUP.

Support the Computing Leader in their work.

Make appropriate resources, training and support available to members of the
school community to ensure they are able to carry out their roles with regard to e-
safety effectively.

Receive and regularly review e-safety incident logs and be aware of the procedure
to be followed should an e-safety incident occur in school.

Responsibilities of the Computing Leader

Promote an awareness and commitment to e-safety throughout the school.

Read, understand and adhere to the AUP.

Create and maintain e-safety policies and procedures.

Develop an understanding of current e-safety issues, guidance and appropriate
legislation.

Ensure all members of staff receive an appropriate level of fraining in e-safety issues
Ensure that e-safety education is embedded across the curriculum.

Ensure that e-safety is promoted to parents and carers.

Monitor and report on e-safety issues to the Leadership team as appropriate.
Ensure an e-safety incident log is kept up-to-date.

Responsibilities of Teachers and Support Staff

Read, understand and help promote the school’s e-safety policies and guidance.
Read, understand and adhere to the AUP.

Develop and maintain an awareness of current e-safety issues and guidance.
Model safe and responsible behaviours in your own use of technology.

Embed e-safety messages in learning activities where appropriate.

Supervise pupils carefully when engaged in learning activities involving technology.
Be aware of what to do if an e-safety incident occurs.

Maintain a professional level of conduct in their personal use of technology at all
times.

Responsibilities of Technical Staff

Read, understand, contribute to and help promote the school’s e-safety policies
and guidance.

Read, understand and adhere to the AUP.

Support the school in providing a safe technical infrastructure to support learning
and teaching.

Take responsibility for the security of the school IT system:s.

Report any e-safety-related issues that come to your attention to the e-safety
leader.

Develop and maintain an awareness of current e-safety issues, legislation and
guidance relevant to your work.

Liaise with the local authority and others on technical issues.

Maintain a professional level of conduct in their personal use of technology at all
times.

Responsibilities of Pupils

Read, understand and adhere to the school pupil AUP when using computer
technology in school.
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e Take responsibility for learning about the benefits and risks of using the Internet and
other technologies in school and at home.

e Take responsibility for your own and each others’ safe and responsible use of
technology in school and at home, including judging the risks posed by the
personal fechnology owned and used by pupils outside of school.

e Ensure you respect the feelings, rights, values and intellectual property of others in
your use of technology in school and at home.

e Understand what action you should take if you feel worried, uncomfortable,
vulnerable or aft risk whilst using technology in school and at home, or if you know of
someone who this is happening to.

e Discuss e-safety issues with family and friends in an open and honest way.

Responsibilities of Parents and Carers

e Help and support your school in promoting e-safety.

e Read, understand and promote the school pupil AUP with your children.

e Take responsibility for learning about the benefits and risks of using the Internet and
other technologies that your children use in school and at home.

e take responsibility for their own awareness and learning in relation to the
opportunities and risks posed by new and emerging technologies

e Discuss e-safety concerns with your children, show an interest in how they are using
technology, and encourage them to behave safely and responsibly when using
technology.

e Model safe and responsible behaviours in your own use of technology.

e Consult with the school if you have any concerns about your children’s use of
technology.

Responsibilities of Governing Body

e Read, understand, contribute to and help promote the school’s e-safety policies
and guidance.

e Read, understand and adhere to the AUP.

e Develop an overview of the benefits and risks of the Internet and common
technologies used by pupils.

e Develop an overview of how the school Computing infrastructure provides safe
access fo the Internet.

e Develop an overview of how the school encourages pupils to adopt safe and
responsible behaviours in their use of technology in and out of school
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Appendix 2 Use of Learning Technologies in School
Pupils Staff

rersonal mobile phones brougnht INTo

school ° No yes

Mobile phones used in lessons No g\lc%(()uor?less ITis @
owned Mobile
phone)

Mobile phones used oufside of lessons  [NO es, In The Staffroom

Taking phofographs or videos on

personal equipment. No No

Taking photographs or videos on school jy ¢ Yes

devices

Use of hand-held devices such as [pads,

es (as part of

es (as part of

MP3 players or lessons) lessons)

other media devices

Use of personal email addresses in NO es ([on own

school smartphones
when in the
staffroom)

Use of school emailr address for persondriy 4 NO

correspondence

Use of online chafrooms NO NO

Use of insfanf messaging services NO NO

Use ot blogs, WIKIS, podcasts or socCidl

Yes (on Fronter

Yes — as confrolled by

video meetings

networking sites and other filtering
feacher led
activities)
Use of videg conferencing / online NO Yes - as confrolled by

filtering
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Appendix 3 E-safety Incident Flow Chart

Staff Response to an E-Safety Incident of Concern:

R —

Follow the school’s child
protection procedures, informing
the school Child Protection Lead

Unsure?

Contact Local
Authority Child
Protection Advisors

y v

If in immediate danger...

(E.g. child going to meet
someone they’ve met online)

Contact Police 999

If in imminent danger...

(E.g. planning to meet
someone they have met

online)
Contact ECIRS

e-Safety Incident
occurs

020 83,
8268/9332/9
316/6404
.
LADO (¢
. qomce" 02 882 ty Y Designateq
Contact CEO dl ts & Pupils can
immediate risk Iy if child js i

UK Safer inte,

381477, CoNtre Helpline -

lllegal/Harmful Activi

(E.g. grooming, child online sexual exploitation, high end
cyberbullying: serious threats, inappropriate sexual chat or
conduct, pressure to send images, sexting)

-

Report to Headteacher
Report to LADO within 1
day (as per statutory
reguirement)
3. Contact ECIRS and decide
"f with them if Police CP
Refer to Social Care s ;Z:r:::::\:i;::;:f?;; 'ed
via your designated

- screenshots, emails
Child Protection Lead ]

Contact UK Safer
Refer to ECII.%S orany Internet Centre Helpline
allocated social worker

. , to report/remove
via the school's inappropriate content
designated Child

Protection Lead

Confiscate any devices L
involved 2.

to retain evidence as
per school procedures

or Material found/suspected

v

* Contact e-safety Coordinator to
investigate/report to site as
violation of terms

= Keep any evidence (e.g. 3
screenshots, emails)

= Record in School’s e-Safety log

= Inform parents/carers 4

« Insticate restorative aporoaches

1. Report to Headteacher

2. Report to LADO within 1
day (as per statutory
regufremen fl

Contact ECIRS and decide
with them if Police CP
Team need to be informed
Keep any evidence (E.g.
screenshots, emails)

Instigator:

Whole School Action:

Review school policies
& procedures to

Safety Coordinator
* Review incident and

develop best practice
Staff Training

were involved

sanctions based on
school rules/policies
* Training/restorative
justice
* Review School

best practice

* Support/advice from e-

identify if other pupils

* Decide on appropriate

Procedures to develop

5. Request support/advice
from e-Safety Coordinator

6. Disciplinary

7. School support, e.g.
counselling

Victim:

* Support/advice from e-
Safety Coordinator

* School support, e.g.
counselling. Peer-
mentoring

¢ update parents/carers

~

Useful School Contacts:

Child Protection Officer:
E-Safety Coordinator:
Safer School Officer:
Child Protection Advisors
Other details:
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Appendix 4 E-safety Incident Log 3 X°

¥

/V"rsery

"
# . Py
A’."’Iury son®

‘e

Havelock Primary School & Nursery
E-Safety Incident Log

Details of all e-Safety incidents are recorded by the Computing leader,
leadership team or Headteacher. This incident log will be reviewed termly by
the Headteacher and leadership team.

Date Name of Male or Room Details of incident Actions and
and pupil or Female and (including evidence) reasons
Time Staff computer

Member /device
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